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Motivation
Big data analytics largely rely on data. Because of their central role, it is fundamental to ensure the security and correctness of data used in
these applications. Anomaly detection could help to increase the security of big data analytics applications.

Goal
There is a high variety inworkflows and datawhich all put different requirements on
the anomaly detection. Applying anomaly detection requires a designer to select
a technique, implement it, and train it for their use-case. In this work we explore
the possibility of providing a library of anomaly detection techniques that are uni-
versally applicable. Such a library may not reach the performance of the previous
approach, but could drastically simplify the task of the designer while giving ade-
quate performance for the application.

Improved Security

Protection of data can be ensured through cryptographic prim-
itives, which provide confidentiality, authentication, and in-
tegrity. In addition to this, anomaly detection can play a pivotal
role. In a nutshell, anomaly detection learns the normal pat-
terns of data and detects data points which fall outside of the
norm. When used for security purposes, anomaly detection al-
lows to identify anomalies in the data themselves, possibly in-
troduced by malicious actors which exploit legitimate access to
the system.
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Conclusions
Anomaly detection is an interesting tool to enhance security in big data analytics.
We focusedonHTMas auniversally-applicable technique for anomaly detection be-
cause the encoders allow it to handle a wide variety of input data similarly. The pre-
liminary results show excellent performance of this technique compared to other
popular anomaly detection methods.
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